
Bid Details/�बड �ववरण

Bid End Date/Time/�बड बंद होने क� तार�ख/समय 27-02-2025 15:00:00

Bid Opening Date/Time/�बड खुलने क�
तार�ख/समय 27-02-2025 15:30:00

Bid Offer Validity (From End Date)/�बड पेशकश
वैधता (बंद होने क� तार�ख से) 45 (Days)

Ministry/State Name/मं ालय/रा!य का नाम Ministry Of Finance

Department Name/�वभाग का नाम Department Of Financial Services

Organisation Name/संगठन का नाम N/a

Office Name/काया%लय का नाम Central Office Central Bank Of India

&ेता  ईमेल/Buyer Email buyer22.dfs.mh@gembuyer.in

Item Category/मद केटेगर�

Cyber Insurance Services - Network Business Interruption,
Cover For Phreaking Telecall Expenses, Errors And
Omissions Coverage, Media Liability Coverage, IT Theft,
Cyber Stalking, Phishing, Identity Theft, Email Spoofing,
Cyber Extortion, Malware Att..

Contract Period/अनुबंध अविध  1 Year(s)

MSE Exemption for Years Of
Experience/अनुभव के  वष, से एमएसई छूट / and
Turnover/टन%ओवर के  िलए एमएसई को छूट  1ा2 है

Yes

Startup Exemption for Years Of
Experience/अनुभव के  वष, से 3टाट%अप छूट / and
Turnover/ टन%ओवर के  िलए 3टाट%अप को छूट  1ा2 है

Yes

Document required from seller/�व&ेता  से मांगे
गए द3तावेज़

Experience Criteria,Bidder Turnover,Certificate (Requested
in ATC),OEM Authorization Certificate,OEM Annual
Turnover,Additional Doc 1 (Requested in ATC)
*In case any bidder is seeking exemption from Experience /
Turnover Criteria, the supporting documents to prove his
eligibility for exemption must be uploaded for evaluation by
the buyer

Do you want to show documents uploaded
by bidders to all bidders participated in
bid?/

No

Bid to RA enabled/�बड से 5रवस% नीलामी स7&य 7कया No

Type of Bid/�बड का 1कार Two Packet Bid

 

Bid Number/बोली &मांक (�बड सं8या):
GEM/2025/B/5923460

Dated/7दनांक : 07-02-2025

Bid Document/ �बड द3तावेज़
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Time allowed for Technical Clarifications
during technical evaluation/तकनीक� मू?यांकन के
दौरान तकनीक� 3पAीकरण हेतु अनुमत समय

3 Days

Evaluation Method/मू?यांकन पBित Total value wise evaluation

Financial Document Indicating Price
Breakup Required/मू?य दशा%ने वाला �वCीय द3तावेज
Eेकअप आवGयक है

Yes

Arbitration Clause No
Mediation Clause No

Bid Details/�बड �ववरण

EMD Detail/ईएमड� �ववरण

Required/आवGयकता No

ePBG Detail/ईपीबीजी �ववरण

Required/आवGयकता No

MII Compliance/एमआईआई अनुपालन

MII Compliance/एमआईआई अनुपालन Yes

MSE Purchase Preference/एमएसई खर�द वर�यता

MSE Purchase Preference/एमएसई खर�द वर�यता Yes

1. If the bidder is a Micro or Small Enterprise as per latest definitions under MSME rules, the bidder shall be
exempted from the requirement of "Bidder Turnover" criteria and "Experience Criteria" subject to meeting of
quality and technical specifications. If the bidder is OEM of the offered products, it would be exempted from the
"OEM Average Turnover" criteria also subject to meeting of quality and technical specifications. In case any
bidder is seeking exemption from Turnover / Experience Criteria, the supporting documents to prove his eligibility
for exemption must be uploaded for evaluation by the buyer.
2. If the bidder is a Startup, the bidder shall be exempted from the requirement of "Bidder Turnover" criteria and
"Experience Criteria" subject to their meeting of quality and technical specifications. If the bidder is OEM of the
offered products, it would be exempted from the "OEM Average Turnover" criteria also subject to meeting of
quality and technical specifications. In case any bidder is seeking exemption from Turnover / Experience Criteria,
the supporting documents to prove his eligibility for exemption must be uploaded for evaluation by the buyer. 
3. Purchase preference to Micro and Small Enterprises (MSEs): Purchase preference will be given to MSEs as
defined in Public Procurement Policy for Micro and Small Enterprises (MSEs) Order, 2012 dated 23.03.2012 issued
by Ministry of Micro, Small and Medium Enterprises and its subsequent Orders/Notifications issued by concerned
Ministry. If the bidder wants to avail the Purchase preference for services, the bidder must be the Service
provider of the offered Service. Relevant documentary evidence in this regard shall be uploaded along with the
bid in respect of the offered service. If L-1 is not an MSE and MSE Service Provider (s) has/have quoted price
within L-1+ 15% of margin of purchase preference /price band as defined in the relevant policy, then 100% order
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quantity will be awarded to such MSE bidder subject to acceptance of L1 bid price. The buyers are advised to
refer to the OM_No.1_4_2021_PPD_dated_18.05.2023 for compliance of Concurrent application of Public
Procurement Policy for Micro and Small Enterprises Order, 2012 and Public Procurement (Preference to Make in
India) Order, 2017. Benefits of MSE will be allowed only if the credentials of the service provider are validated on-
line in GeM profile as well as validated and approved by the Buyer after evaluation of submitted documents. 
4. Estimated Bid Value indicated above is being declared solely for the purpose of guidance on EMD amount and
for determining the Eligibility Criteria related to Turn Over, Past Performance and Project / Past Experience etc.
This has no relevance or bearing on the price to be quoted by the bidders and is also not going to have any
impact on bid participation. Also this is not going to be used as a criteria in determining reasonableness of
quoted prices which would be determined by the buyer based on its own assessment of reasonableness and
based on competitive prices received in Bid / RA process. 

Additional Qualification/Data Required/अित5रH योIयता /आवGयक डेटा

Scope of Work for Cyber Insurance Advisory- With reference to Order F.No. 14017/64/2020-Ins. II
issued by the Department of Financial Services under Ministry of Finance, it is advised not to
include Net-Worth as a criterion for Public Sector General Insurance Companies in General Insurance
tenders.:1738919687.pdf

Any other requirement to be mentioned by Buyer:1738919777.pdf

Cyber Insurance Services - Network Business Interruption, Cover For Phreaking
Telecall Expenses, Errors And Omissions Coverage, Media Liability Coverage, IT Theft,
Cyber Stalking, Phishing, Identity Theft, Email Spoofing, Cyber Extortion, Malware
Att.. ( 1 )

Technical Specifications/तकनीक� �विश�Aयाँ 

Spec
ificat
ion

Values

Core

Cyber
Insur
ance
Cover
age

Network Business Interruption , Cover For Phreaking Telecall Expenses , Errors And Omissions
Coverage , Media Liability Coverage , IT Theft , Cyber Stalking , Phishing , Identity Theft , Email
Spoofing , Cyber Extortion , Malware Attack , Privacy & Data Breach By Third Party , Cyber Bullying ,
Cyber Incident , Data Restoration , Extortion , Cover For Personally Identifiable Information , Cover For
Corporate Confidential Information , Liability Arising Out Of Outsourced Activities , Cover For Man In
The Middle Attack/Cyber Hacking , Cover For Regulatory Investigation, Costs And Fines , Cover For
Security Failure , Cover For Fake President Fraud , Cost Of Repairing, Replacing, And Updating
Computer Systems , Cover For Business Interruption/Dos/Ddos Attacksfull Limits , Dos Attack , Social
Media And Media Liability , OFAC Sanction , Critical Infrastructure Security , Cloud Security , Network
Security , Application Security , Internet Of Things (Iot) Security

Re-
Insur
ance
Arran
geme
nt

Optional

Premi
um
Paym
ent
Optio
ns

Single Premium
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https://bidplus.gem.gov.in/bidding/downloadOmppdfile/
https://bidplus.gem.gov.in/resources/upload_nas/FebQ125/bidding/biddoc/bid-7492427/1738919687.pdf
https://bidplus.gem.gov.in/resources/upload_nas/FebQ125/bidding/biddoc/bid-7492427/1738919777.pdf


List of
Insur
er
from
wher
e
insur
ance
to be
taken
(can
indica
te
multi
ple
servic
e
provi
ders)

National Insurance Co. Ltd. , Kotak Mahindra General Insurance Co. Ltd. , IFFCO TOKIO General
Insurance Co. Ltd. , ICICI LOMBARD General Insurance Co. Ltd , HDFC ERGO General Insurance Co.Ltd.
, Go Digit General Insurance Ltd , Future Generali India Insurance Co. Ltd. , ECGC Ltd. , Manipal Cigna
Health Insurance Company Limited , Edelweiss General Insurance Co. Ltd. , Cholamandalam MS
General Insurance Co. Ltd , Bharti AXA General Insurance Co. Ltd. , Bajaj Allianz General Insurance Co.
Ltd , Agriculture Insurance Company of India Ltd. , Aditya Birla Health Insurance Co. Ltd. , Acko
General Insurance Ltd. , Liberty General Insurance Ltd. , Magma HDI General Insurance Co. Ltd. , Niva
Bupa Health Insurance Co Ltd. , Raheja QBE General Insurance Co. Ltd. , Reliance General Insurance
Co.Ltd , Reliance Health Insurance Ltd. , Care Health Insurance Ltd , Royal Sundaram General
Insurance Co. Ltd. , SBI General Insurance Co. Ltd. , Shriram General Insurance Co. Ltd. , Star Health &
Allied Insurance Co.Ltd. , Tata AIG General Insurance Co. Ltd. , The New India Assurance Co. Ltd , The
Oriental Insurance Co. Ltd. , United India Insurance Co. Ltd. , Universal Sompo General Insurance Co.
Ltd. , Not Applicable

Addon(s)/एडऑन

Additional Details/अित5रH �ववरण

Insur
ance
Start
Date

05-04-2025

Insur
ance
End
Date

30-03-2026

Total
Sum
Insur
ed

2500000000

Spec
ificat
ion

Values

Additional Specification Documents/अित5रH �विश�A द3तावेज़

Consignees/Reporting Officer/परे�षती/5रपो7टLग अिधकार� 

S.No./&.
सं.

Consignee
Reporting/Officer/

परे�षती/5रपो7टLग
अिधकार�

Address/पता

Quantity(Inp
ut only 1 and
price will be

based on
lumpsum

value)

Additional
Requirement/अित5रH

आवGयकता

1 Nilesh Haldhar
400021,Corporate Office, 16th
Floor, Chander Mukhi Buiding,
Nariman Point, Mumbai-400021

1 N/A
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Task Completion Date 

  

Request for proposal released by ARIB to Insurance 

companies  

Feb 07,2025

Insurance companies to send written queries regarding 

RFP to the Bank / Aon Risk Insurance Brokers India Priva
te Limited (formerly known as Global Insurance Brokers)
. 

Feb 11, 2025

Bank/ ARIB replies to substantive queries of Insurance  c
ompanies latest by Feb 14, 2025

Proposal Submission Due Date  Feb 27,2025, 3:00 pm

Date/Time of Opening of Technical Bid  Feb 27,2025, 3:30 pm

Date/Time of Opening of F inancial /Commercial Bid  Will be communicated later

Buyer Added Bid Specific Terms and Conditions/&ेता  Nारा जोड़� गई �बड क� �वशेष शतP

1. Generic

OPTION CLAUSE: The buyer can increase or decrease the contract quantity or contract duration up to 25
percent at the time of issue of the contract. However, once the contract is issued, contract quantity or
contract duration can only be increased up to 25 percent. Bidders are bound to accept the revised
quantity or duration

2. Buyer Added Bid Specific ATC

Buyer uploaded ATC document Click here to view the file .

3. Buyer Added Bid Specific ATC

Buyer Added text based ATC clauses

Attention :

Insurance Start Date : 31.03.2025

Insurance End Date : 30.03.2026

.

4. Generic

Bidder financial standing: The bidder should not be under liquidation, court receivership or similar
proceedings, should not be bankrupt. Bidder to upload undertaking to this effect with bid.

5. Generic

Buyer Organization specific Integrity Pact shall have to be complied by all bidders. Bidders shall have to
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https://fulfilment.gem.gov.in/contract/slafds?fileDownloadPath=SLA_UPLOAD_PATH/2025/Feb/GEM_2025_B_5923460/CLM0010/ATC_Cyber_3b7a6c98-dfd2-476c-a48b1738923680620_dit_co18.pdf


upload scanned copy of signed integrity pact as per Buyer organizations policy along with bid. Click here
to view the file

6. Generic

Malicious Code Certificate:

The seller should upload following certificate in the bid:-
(a) This is to certify that the Hardware and the Software being offered, as part of the contract, does not
contain Embedded Malicious code that would activate procedures to :-
        (i) Inhibit the desires and designed function of the equipment.
        (ii) Cause physical damage to the user or equipment during the exploitation.
        (iii) Tap information resident or transient in the equipment/network.
(b) The firm will be considered to be in breach of the procurement contract, in case physical damage, loss
of information or infringements related to copyright and Intellectual Property Right (IPRs) are caused due
to activation of any such malicious code in embedded software.

Disclaimer/अ3वीकरण

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. If any clause(s) is / are incorporated by the Buyer regarding following, the bid and
resultant contracts shall be treated as null and void and such bids may be cancelled by GeM at any stage of
bidding process without any notice:-

1. Definition of Class I and Class II suppliers in the bid not in line with the extant Order / Office Memorandum
issued by DPIIT in this regard.

2. Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

3. Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.

4. Creating BoQ bid for single item.
5. Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.
6. Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
7. Floating / creation of work contracts as Custom Bids in Services.
8. Seeking sample with bid or approval of samples during bid evaluation process. (However, in bids for

attached categories, trials are allowed as per approved procurement policy of the buyer nodal Ministries)
9. Mandating foreign / international certifications even in case of existence of Indian Standards without

specifying equivalent Indian Certification / standards.
10. Seeking experience from specific organization / department / institute only or from foreign / export

experience.
11. Creating bid for items from irrelevant categories.
12. Incorporating any clause against the MSME policy and Preference to Make in India Policy.
13. Reference of conditions published on any external site or reference to external documents/clauses.
14. Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the

case may be.
15. Any ATC clause in contravention with GeM GTC Clause 4 (xiii)(h) will be invalid. In case of multiple L1

bidders against a service bid, the buyer shall place the Contract by selection of a bidder amongst the L-1
bidders through a Random Algorithm executed by GeM system.

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.
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https://fulfilment.gem.gov.in/contract/slafds?fileDownloadPath=SLA_UPLOAD_PATH/2025/Feb/GEM_2025_B_5923460/CL10360/IP_CYber_bde9b4fe-db47-4759-82921738923538403_dit_co18.pdf
https://assets-bg.gem.gov.in/resources/upload/shared_doc/list-of-categories-where-trials-are-allowed_1712126171.pdf


All GeM Sellers / Service Providers are mandated to ensure compliance with all the applicable laws /
acts / rules including but not limited to all Labour Laws such as The Minimum Wages Act, 1948, The
Payment of Wages Act, 1936, The Payment of Bonus Act, 1965, The Equal Remuneration Act, 1976,
The Payment of Gratuity Act, 1972 etc. Any non-compliance will be treated as breach of contract

and Buyer may take suitable actions as per GeM Contract.

This Bid is governed by the General Terms and Conditions/सामाQय िनयम और शतP, conditons stipulated in Bid and
Service Level Agreement specific to this Service as provided in the Marketplace. However in case if any condition
specified in General Terms and Conditions/सामाQय िनयम और शतP is contradicted by the conditions stipulated in
Service Level Agreement, then it will over ride the conditions in the General Terms and Conditions.
In terms of GeM GTC clause 26 regarding Restrictions on procurement from a bidder of a country which shares a land border with India, any bidder from a country which
shares a land border with India will be eligible to bid in this tender only if the bidder is registered with the Competent Authority. While participating in bid, Bidder has to
undertake compliance of this and any false declaration and non-compliance of this would be a ground for immediate termination of the contract and further legal action

in accordance with the laws./जेम क� सामाQय शत, के खंड 26 के संदभ% मT भारत के साथ भूिम सीमा साझा करने वाले देश के �बडर से खर�द
पर 1ितबंध के संबंध मT भारत के साथ भूिम सीमा साझा करने वाले देश का कोई भी �बडर इस िन�वदा मT �बड देने के िलए तभी पा  होगा
जब वह �बड देने वाला सXम 1ािधकार� के पास पंजीकृत हो।�बड मT भाग लेते समय �बडर को इसका अनुपालन करना होगा और कोई भी
गलत घोषणा 7कए जाने व इसका अनुपालन न करने पर अनुबंध को त\काल समा2 करने और कानून के अनुसार आगे क� कानूनी कार%वाई
का आधार होगा।

---Thank You/धQयवाद---
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https://admin.gem.gov.in/apis/v1/gtc/pdfByDate/?date=20250207
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